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Protecting 
vulnerable 
consumers in 
the digital age
– the Finnish approach



Setting things in context
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› In Finland (mobile) broadband has increasingly become the “super” 
essential service, which is the gateway to social and health services, 
other public services, banking and quick loans, booking, shopping, 
entertainment, mobile payment, tickets in public transport, parking etc.

› Exclusion from society threatens to be all the more total and expensive
if one is caught on the wrong side of the digital divide

› As a consumer authority,  FCCA enforces consumer legislation for 
the collective benefit of consumers with a pragmatic and sweeping
approach – the aim is to make things work in general and for the future, 
individual cases or sanctioning are not ends in themselves,  strong
consumer advocacy,  power to make initiatives

› We have for long striven to take into account the way consumers act 
and behave in real life and seek to make solutions to  match that

87,7% 
of population use internet
(Europe 77,9% / rest of the world 45,9%)

Children get their own
smartphones at 6–7

153
active mobile broadband
subscriptions / 100 inhabitants
(Europe 80, rest of the world 52,2) 



Our approaches to vulnerability
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1. Basic departure point in all consumer policy and legislation:  
consumer is the weaker party in the transaction, 
some well-thought out approaches work for all

2. There are groups like minors,  the aged, the infirm,  who merit an 
elevated level of protection and special consideration in our legislation

3. All of us may be vulnerable in certain phases of our lives, 
in particular transactions or circumstances – monitoring
the position of the vulnerable in the age of personalised
marketing and pricing is becoming ever more challenging
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› In some respects the digital age renders us all more vulnerable, despite its benefits - behind
the tailoring and apparent ease with which transactions take place may lurk complex chains of 
contracts, delivery and responsibility and combinations of products and services: who uses our
data, where to turn when problems occur, proliferation of scams etc. > confusion

› Vulnerable groups as such have not changed so much, but the digital age has magnified
the effects and the extent to which they can be exploited and manipulated and has brought new
situations of contextual vulnerability.

› FCCA looks at all its work strands through the lenses of protecting the weak and the
vulnerable, this viewpoint affects our annual work plans and priorisation of cases

› Essential services are always followed with an eagle eye with regard to inclusivity, access, 
affordability, usability, reasonable terms – cooperation with sector-specific regulators is close
and often based on law

› All consumers, also the vulnerable ones, should be entitled to CHOICE even if it might be
more difficult for them to exercise (the role of brokers?)
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Children and 
Young People
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› The Finnish CPA: Marketing that is directed at or reaches minors is to be considered contrary to good practice, if it 
abuses minors’ inexperience or credulity, is likely to affect minors’ balanced development detrimentally or if it seeks
to sidestep parents’ possibility to act fully as guardians of their own children

› We currently have a good practice case where a cosmetic surgery business followed teenagers as young as 13 on Instagram 
with the view of marketing breast implants to them

› Recognisability of marketing is key: we follow closely advergames,  native advertising and influencers, and  have just 
issued guidelines on influencer advertising https://www.kkv.fi/en/decisions-and-publications/publications/consumer-
ombudsmans-guidelines/by-subject/influencer-marketing-in-social-media/

› We are assessing a case where a children’s comics magazine included a competition where the reader could win tickets to a 
popular singer’s concert by scanning one of the magazine’s stories with an augmented reality app. Doing so would make the 
singer appear on the story panels when viewed through a smart phone. Notably the story itself focused on a character created 
on the basis of the same singer. The magazine also included a separate ad for the same concert. 

› No direct exhortations to purchase are allowed, children may not buy on credit, recognition of children as contract partners
› Joint liability of telephone operators with sellers when services are invoiced via telephone bills is an extremely

helpful legal provision in Finland - we are currently investigating telephone oprators’ practices and liability in a case where
children were able to subscibe inadvertently to a mobile content service by one click whilst surfing the internet, incurring high
telephone bills for the parents despite service blockers that appeared to be in place

› A growing concern at policy level is persuasive designs and dark patterns - taking advantage of childrens’ s neurological
and brain development,  manipulating them in a way that makes them spend more time on sites of influencers, platforms and 
games – this problem calls for global consideration and responsibilty on part of the industry

https://www.kkv.fi/en/decisions-and-publications/publications/consumer-ombudsmans-guidelines/by-subject/influencer-marketing-in-social-media/
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The Elderly
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› Not a homogenous group, but prone to compounding vulnerability: may lack IT-access and/or
skills, suffer from cognitive and physical infirmity, living alone, limited means the poor pay more

› In Finland expenses and trouble are bound to mount for those who do not use the internet: 
e.g. paper invoices for telephone billing cost, paying them at banks costs even more, getting
customer service in person might be difficult, even getting there might cost more if you pay cash and 
getting your ticket in the bus or train might no longer be possible

› We follow markets and contract terms that force consumers to use digital means

› At this stage we have recommended the carrot but no stick-approach when seeking to make
customers move online (e.g. we have demanded that public transport cannot be payed and ticketed
by apps only), added requirements apply to  essential services and monopolies (free paper
invoices for electricity possible, the same should apply to telephone)

› Universal service is not the only answer to IT-access, as it does not tackle skills deficit,  more
tailored responses required in the future, personal assistants? (But what about the costs, privacy?)



Overindebtedness
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› A good example of the Finnish legislation and flexible legal principles which is useful in our
overindebted subscription economy is the so called ”personal or social force majeure”  that
mitigates the debtors liability for  paying interest rates or frees him/her from long term
subscription-based contracts when sudden changes occur in his personal circumstances due
to no fault of his own (health, unemployment, family relations, housing)

› In the energy sector, households that rely on electricity or natural gas to heat their homes 
cannot be disconnected during the winter months 

› FCCA currently focuses intensely on overindebtedness and the excess pushing and 
ease of getting quick-loans in the mobile world

› Finland has just introduced a 20% cap on consumer credit interest rates in its legislation

› What to do with those who find themselves in the vortex of overindebtedness, as social
force majeure does not cover permanent situations remains the question



ありがとうございます
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