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Public Sector
▪Establishment of electronic government (e-
government) and electronic local government 
(e-local government)

Private Sector
▪ Acceleration of electronic transactions (e-transactions)
▪ Advancement of customer services

・ Basic philosophy

ＯＥＣＤ
Almost all of member countries now have 

related legislation governing the private sector

Balance between free 
movement of 
information and the 
protection of privacy

・ Rules to be observed by public 
bodies (the State, independent 
administrative institutions, local 
governments, etc.)

・ Rules to be observed by private 
entities

→ Basic legislation (Chapters 1 
through 3)

→ Basic legislation (Chapter 4)

→ ・ Legislation for administrative 
organs

▪ Legislation for independent 
administrative institutions

▪ Ordinances

Rapid growth of IT-based public and 
private sectors in Japan

Expansion of distribution of IT-enabled 
information in the international 
community

Establishment of legislation for 
personal information protection for 
the public and private sectors

“Negative influences”
of IT-based society

Necessity to 
harmonize various 
systems

→Balancing protection and utilization

・ Increase in risks and fears of 
infringement of rights and 
interests of individuals, 
including privacy issues

・ Duties of, and measures taken by, 
the State and local governments
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１．Background to Legislation for Personal
Information Protection

→



Basic philosophy
Duties of, and measures taken by, 
the State and local governments 
Establishment of the Basic Policy

A
dm

inistrative organs of the State 

(law
s)

Independent adm
inistrative institutions,

etc. (law
s)

Local governm
ents, etc. (ordinances)

≪Private sector≫ ≪public sector≫

Duties of business 
entities handling personal 
information

Measures for each 
business sector

Basic legislation

２．System of Legislation for Personal Information Protection
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３．Basic Policy on the Protection of Personal Information
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The Basic Policy indicates the direction of, and asks for the actual implementation of, measures for the protection of personal information that are taken by related organizations.

Basic direction for the implementation of measures for the protection of personal information
▪ An advanced information society cannot be created without taking every kind of measure possible to protect 
personal information.
▪ Autonomous efforts of entities, and coordination between related organs of public and private sectors, are 
important.

Local governments
▪ Support to residents and entities through publicity, 
consulting services, etc.
▪Mediate in processing complaints
▪ Protection of personal information held by local 
governments
▪Mutual cooperation among ordinance-related departments, 
consumer life departments and departments with 
jurisdiction over business establishments

Entities and organizations

The State
▪ Cabinet Office (National Consumer Affairs Center of Japan and the Quality of Life 
Policy Council)
▪ Publicity and education   ▪ Complaint processing   ▪ Research and studies
▪ General coordination and follow-up
▪ Ministry of Internal Affairs and Communications (and all other ministries)
▪ Protection of personal information held by administrative organs 
▪ Ministries with jurisdiction over business sectors
▪ Study on guidelines by business sector
▪Special measures for specific sectors (medical care, finance and credit, and   

telecommunications)
▪ Creation of personal information-related grievance desks and training of staff concerned

Business entities handling personal information
▪ Publication of a privacy policy, etc.
▪ Establishment of security controls and systems to take 
responsibility
▪ Employee education
▪ Authorized personal information protection  

organizations
▪ Study on guidelines by business sector

Protection of personal information through minimum necessary rules under laws and autonomous efforts of entities, etc.

Efforts of various parties

Coordination

Support

Cooperation

Coordination

Coordination

Support and 
supervision

▪ Establishment of systems by local governments, National 
Consumer Affairs Center of Japan, etc. and coordination 
among them
▪ Training for counselors and preparation of manuals

Smooth processing of complaints



Personal Information Database, etc.

4. Rules for Handling Personal Information to be Observed by Entities
(1) Personal information and entities to be covered
ⅰ Scope of personal information and entities to be covered

Individual citizens (who don’t use personal information for business)

* If commercial telephone directories or car navigation systems are used without being edited or processed, the number of specific individuals identified by these directories, etc. 
will not be included in computing this number.

Information on a living individual which can 
identify the specific individual
(Paragraph 1 of Article 2)

An assembly of information 
systematically arranged in such a 
way that specific personal 
information can be retrieved by a 
computer
(Paragraph 2 of Article 2)

Computer processed 
information

+
Manually processed 

information

In view of the fact that personal information should be handled cautiously 
under the philosophy of respecting individuals, proper handling of personal 
information shall be promoted. (Article 3)

・ Others

Basic PhilosophyPersonal Information

・ Restriction by Purpose of Utilization    (Article 16)

・ Proper Acquisition (Article 17)

・ Security Control Measures (Article 20)

・ Restriction of Provision to A Third Party (Article 23)

・ Disclosure, Correction and Discontinuance of 
Utilization (Articles 25 through 27)

Chapter 4. Duties of Business Entities Handling Personal 
Information
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Small-sized entities
(The total number of specific individuals identified by personal information 
constituting a personal information database, etc. used for its business does 

not exceed 5,000*.

(Information with a table of 
contents, index, etc. in which 
personal information is sorted 
according to certain rules)



Academic 
research

Business 
entities who 

conduct literary 
work as their 

businessThe press
Academic research 

institutes Religious 
organizations

Political 
organizations

News coverage Writing Religious 
activities

Political 
activities

(Activities related to the freedom of expression, academic freedom, freedom of religion or freedom of political activity*)

Restrictions of the exercise of 
authority by the competent 
minister (Article 35)
a. When providing a 
recommendation or an order, the 
competent minister shall not 
disturb constitutional freedom.
b. The competent minister shall 
not exercise his/her authority for 
activities of each of the five 
types of parties in the respective 
sectors.

Activities of business entities handling personal information
(Duties, etc. of business entities handling personal information will apply.)

Exclusion from application 
(Article 50)
a. The provision of duties, etc. of 
business entities handling personal 
information does not apply to the 
activities by each of the five types 
of parties in respective sectors. 
(Recommendations, orders, etc. 
from competent ministers also do 
not apply.)
b. These parties must endeavor to 
take and announce the measures 
needed for the protection of 
personal information themselves.Other activities Other activities Other activitiesOther activities Other activities

※Examples:
a. Activities closely related to reporting activities, etc. conducted by the press, etc.
b. Activities related to the freedom of expression, etc. conducted by parties other than the press, etc.
c. Informant acts to provide information that is conducted in connection with news gathering, etc.

ⅱ Exclusion from application
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*The press includes broadcasting institutions, newspaper publishers, communication agencies, and publishing companies that are engaged in news reporting 
as their business. Publishing companies that are engaged in literary work as their business are included in the category of business entities who conduct 
literary work as their business.



(2) Duties of business entities handling personal information
i Correlation between the OECD’s eight principles and regulations for duties of business entities handling personal information

Duties of business entities handling personal informationOECD’s eight principles

* Each provision specifying duties has exceptions.

▪ Principle of clarification of purposes
The purpose of collecting personal data should be clarified, and
the use of personal data should correspond with the purpose.
▪ Principle of restrictions on use
Personal data in any form should not be used for unintended 
purposes except for cases in which the approval of the owner of 
personal data has been obtained in advance, or in cases that 
personal data must be used for purposes pursuant to legal 
provisions.

▪ Principle of restrictions on collection
Personal data should be collected through legal and fair means 
only after obtaining the consent of, or notifying, the owner of 
such personal data in advance.

▪ Principle of content of personal data
The content of personal data should correspond with the 
purpose of use, and be correct and updated.
▪ Principle of security control
Personal data should be protected from loss, destruction, use, 
distortion, disclosure, etc. by way of reasonable security control 
measures.

▪ Principle of publicity
The policy, etc. for collecting personal data shall be disclosed, 
and the existence, the purpose of use, and the manager, of such 
personal data shall be clarified.
▪ Principle of involvement of the owner of personal data
The owners of personal data should have the opportunity to 
confirm the existence and content of his or her personal data, 
and have the right to raise a complaint.

▪ The purpose of utilization must be specified as much as possible. (Article 15)
▪ Personal information shall not be handled beyond the scope necessary for the achievement of the 

Purpose of Utilization. (Article 16)
▪ Personal data shall not be provided to a third party without obtaining the prior consent of the owner of 

such personal data. (Article 23)

▪ Personal information shall not be acquired by deception or other wrongful means. (Article 17)

▪ Personal data shall be maintained accurately and up to date. (Article 19)

▪ Necessary and proper measures for the security control of personal data shall be taken. (Article 20)
・ Necessary and appropriate supervision over employees and contractors shall be exercised. (Articles 21 
and 22)

▪ When personal information is acquired, the Purpose of Utilization shall be notified or publicly announced. (Article 
18)

▪ The Purpose of Utilization, etc. shall be accessible to the owner of the retained personal data. (Article 24)
▪When requested, retained personal data shall be disclosed to the owner of the retained personal data. (Article 25)
▪When requested by the owner, the retained personal data shall be corrected or treated as requested. (Article 26)
▪ When requested by the owner, the use of the retained personal data shall be discontinued or treated as requested. 

(Article 27)

▪ Business entities handling personal information shall endeavor to appropriately and promptly process 

complaints. (Article 31)
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Principle of responsibility
Managers are responsible for implementing the various 
principles.



Specification of the Purpose of U
tilization (A

rticle 

15)

Restriction by the Purpose of Utilization 
(Article 16)

(When personal data is utilized on a continual basis) 

Public announcement of matters concerning retained personal 
data*, etc. (Paragraph 1 of Article 24)

With respect to the retained personal data, business entities 
handling personal information shall make the matters listed in the 
following items accessible to the owner of the personal data (this 
includes cases in which a response is made without delay at the 
request of the owner of the personal data):
a. The name of the business entity handling personal information;
b. The Purpose of Utilization of all retained personal data;
c. Procedures of disclosure, correction, discontinuance of the 
utilization, etc.;
d. The organization(s) to which the owners of personal information 
can submit a complaint about the handling of the said personal 
information;
e. The name of an authorized personal information protection 
organization, and organization(s) to which owners of personal 
information can submit a complaint about the handling of the said 
personal information. 

(When personal information is obtained)

Proper acquisition (A
rticle 

17)

Business entities handling personal 
information shall, except in cases in which 
the Purpose of Utilization has already been 
publicly announced, promptly notify the 
owner of personal information of the 
Purpose of Utilization or publicly 
announce the Purpose of Utilization.

Notice of the Purpose of Utilization at the 
time of acquisition, etc.
(Article 18)

Cases in which notification or public announcement of 
the Purpose of Utilization is not appropriate:
a. Cases in which it is necessary to protect an owner of 
personal information or a third party;
b. Cases in which it is necessary to protect the rights of 
a business entity handling personal information;
c. Cases in which such notification or public 
announcement will impede the execution of public 
affairs.

▪ Cases in which the Purpose of Utilization 
is clear in view of the conditions in which 
personal information has been obtained 

When a business entity handling personal 
information acquires such personal 
information on a person as is written in a 
document directly from the person, the 
business entity shall clearly state the 
Purpose of Utilization in advance.

(When personal information is obtained 
directly)

The use of personal information for unintended purposes requires
the prior consent of the owner of the relevant personal information.

ii Rules of acquisition and utilization of personal information

* This refers to personal data for which a business entity handling 
personal information holds the right to disclose or other rights, and 
utilizes it for six months or more. 
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(When personal information is obtained 
directly)



iii. Proper and safe management of personal data
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▪Maintenance of the accuracy of personal data (Article 19)
It is necessary to maintain personal data in an accurate and up-to-date manner within the scope necessary for the 
achievement of the Purpose of Utilization.
Concrete measures
- Establishment of a system of collation and confirmation which is used when personal data is input
- Renewal of records
- Determination of retention period, etc.

▪ Security control measures (Article 20)
It is necessary to take technical and organizational security control measures to prevent the leakage, loss or damage of 
personal data.
Concrete measures
- Establishment of security control systems, equipment, etc.
- Creation of a responsibility-taking system within an entity (nomination of a person responsible for the protection of 
personal information, access control for employees, etc.)

･ Supervision over employees and/or contractors (Articles 21 and 22)
It is necessary to exercise supervision over employees and/or contractors to ensure the security control of personal data.
Concrete measures
- Implementation of education or training programs to enhance the awareness of the importance of protecting personal 
information
- Specification of security control measures for the protection of personal information within service contracts
- Clarification of supervisory responsibility for case of sub-contracting



Third parties

Prior consent of the owner of 

personal data is required.

Cases in which the provision of personal data will be, in principle
, suspended if requested by the owner of such personal data (opt-out*)

Business entities handling
personal information

* Conditions of opt-out
The following four items must be notified to the 
owner of personal data, or made accessible to the 
owner, in advance:
a. Provision of personal data to a third party;
b. Types of personal data provided to a third party;
c. Means of provision of personal data;
d. Suspension of provision of personal data if 
requested by the owner

Cases in which an individual or business entity handling personal 
information is not deemed a third party

a. Cases in which the provision of personal information is based on 
laws and regulations (e.g. responses to inquiries from police in
connection with criminal investigations, or responses to inquiries 
from bar associations, etc.)
b. Cases in which the provision of personal information is necessary 
for the protection of the life, body or property of an individual (e.g. 
provision of information on an injured person to his/her immediate 
family member in cases of emergencies such as accident and 
disaster.)
c. Cases in which the provision of personal information is especially 
necessary in improving public health or promoting the sound 
growth of children (e.g. epidemiological surveys, etc.)
d. Cases in which the provision of personal information is necessary 
for cooperating with a State organ, etc. (e.g. cooperation in a tax 
inspection, etc.)

a. Personal data is provided to a contractor (the contractee has a responsibility to 
supervise the contractor)

b. Personal data is provided as a result of merger, etc. (within the scope of the Purpose of 
Utilization)

c. Personal data is jointly used in a group (on condition that the scope of the joint users

, the purpose for which the personal data is used by them, etc. are clarified in advance)
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iv.-(a) Restrictions on the provision of personal data to third parties



a. Concrete examples

b. Conditions

Personal data can be provided to a third party without obtaining the consent of the owner of personal data, 
only if the conditions specified in above b) are met.

▪ Residential map production companies (that prepare residential maps by investigating nameplates for sales 
[provision of personal data to an unspecified large number of third parties])

▪ Database developers (that prepare and sell name lists, etc. used for direct mailing)

▪ Provision of personal data will be suspended if requested by the owner
▪ The owner of personal data should be notified of the following items or the data must readily accessible to the 

owner, in advance;
▪ Provision of personal data to a third party;
▪ Types of personal data provided to a third party, and means of provision of such personal data;

▪ Suspension of provision of personal data if requested by the owner.
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iv.-(b) Mechanism of suspension of provision of personal data if requested by the 
owner of such data (opt-out)

c. Effect



Personal data is provided to a contractor (Item 1)

▪ Personal data is provided as a result of merger, etc. (Item 2)

▪ Personal data is jointly used in a group (Item 3)

Examples:
▪ Personal data is provided to a contractor engaging in data input, etc.
▪ Personal data is provided to a courier engaging in the delivery of a product for which a department store 
receives an order from a customer.

* Business entities handling personal information have a duty to supervise contractors.

Example:
▪ Customer information is provided to a new company as a result of merger or split-up.
▪ Customer information is provided to a company to which business is transferred.

* Even after the transfer of such information, related personal data must be used within the scope of the Purpose of Utilization.

Example:
▪ Cases in which a group of companies provides comprehensive services, such as within the tourism industry

* The scope of the joint users, the items of the personal data used jointly, the purpose for which the personal data is used by them, 
and the name of the individual responsible for the management of the personal data must be notified to the owner of personal 
data in advance or put in a condition readily accessible to the owner.
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iv.-(c) Cases in which an individual or business entity handling personal information is not deemed a third party



v. Mechanism of involvement of the owner of personal data in retained personal data

The Purpose of Utilization must, in principle, be notified to the owner of personal 
data.

Disclosure (Paragraph 1 of Article 25)

If retained personal data is found to be incorrect, such personal data must be corrected 
within the scope necessary for the achievement of the Purpose of Utilization.

Discontinuance of utilization, etc. (Paragraphs 1 and 2 of Article 27)

O
w

ner of personal data

Request*

Notification of the Purpose of Utilization (Paragraph 2 of Article 24)

Personal data must, in principle, be disclosed to the owner of the personal data in writing 
or by other means acceptable to the owner.
Examples of cases that personal data is undisclosed:

Corrections, etc. (Paragraph 1 of Article 26)

If any of the followings is found to be violated, the business entity handling personal 
information shall discontinue using the retained related personal data to the extent 
necessary to redress the violation: 1) restriction by the Purpose of Utilization; 2) 
proper acquisition, and 3) restriction of provision to a third party.

a. Cases in which disclosure is likely to harm the life, body, property, or other rights or 
interests of the owner of personal data or a third party;
b. Cases in which disclosure is likely to seriously impede the proper execution of the 
business of the business entity handling the personal information.

12* A legal representative or an agent nominated by the owner of personal data may make a request for disclosure, etc.

Retained personal data

Business entity handling personal information

(personal data which an entity handling personal information has
the authority to disclose and use for six months or more)



vi.-(a) Mechanism for processing complaints raised by owners of personal data in connection with retained personal data

Prime Minister (Cabinet Office) Competent ministers (related administrative organs)
(Articles 36 and 49)

National Consumer 
Affairs Center of 

Japan

Local governments

Owner of personal information

Authorized personal information 
protection organizations

Grievance desks

Use of existing 
networks

Complaint processing(Article 42)

Authorization and supervision 
(collection of reports, orders, and 
rescission of authorization) 
(Articles 46 through 48)

Submission of complaints

Coordination, cooperation or support

Mediation in 
complaint processing, etc. 
(Article 13)

Collection of reports, 
advice, and 
recommendations and 
orders
(Articles 32 through 34)

(Articles 8 and 
9) 

(Articles 8 and 9) 

(Article 31)

(Articles 8 and 9)

(Article 54)
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（(Article 14)

Submission of complaints

Business entities handling personal information
- Creation of grievance desks
- Establishment of the procedure for complaint processing

Proper and rapid 
responses



vi.-(b) Structure of authorized personal information protection organizations

To support voluntary efforts of private organizations with the aim of ensuring proper handling of personal 
information

▪ Individuals - Should be granted the opportunity to lodge a complaint and have it processed in a fair and timely
manner.

▪ Business entities handling personal information - Can win a certain level of confidence from citizens as a fair 
business entity.

(1) Objective 

(2) Authorization 
standard

(3) Duties

(4) Maintenance of 
confidence in 
authorized personal 
information 
protection 
organizations

a. The processing of complaints regarding the handling of personal information of such business entities handling 
personal information as are the targets of the business (Item 1, Paragraph 1 of Article 37)

b. Provision to target information entities about matters contributing to ensuring the proper handling of personal 
information, such as the preparation and publicity of the personal information protection guidelines (Item 2, 
Paragraph 1 of Article 37)

c. Any business necessary for ensuring the proper handling of personal information by target entities (Item 3, 
Paragraph 1 of Article 37)

▪ Utilization of such information acquired in the course of conducting its authorized business is prohibited for  
purposes other than that of the authorized business. (Article 44)

▪ Restriction on the use of names (Article 45)
▪ Collection of reports, orders for improvement or rescission of authorization by competent ministers (Articles 46 
through 48)

a. The applicant must utilize a business execution method necessary for the proper and sound conduct of business. 
(Item 1, Article 39)

b. The applicant must have sufficient knowledge, ability and financial base for the proper and sound conduct of 
business. (Item 2, Article 39)

c. The applicant shall not be likely to impede the fair execution of the authorization business, even if the applicant 
conducts any business other than the said business. (Item 3, Article 39)

(5) Effect of 
authorization

14



vii. Mechanism to ensure effectiveness

U
nfair handling of personal inform

ation (leakages, etc.)

C
ollection of reports, and advice (A

rticles 

32and 

33)

R
ecom

m
endations (Paragraph 

1of 
A

rticles 

34)

O
rders (Paragraphs 

2and 

3of A
rticles 

34)

Im
prisonm

ent not exceeding six m
onths or 

fine not exceeding thirty-thousand yen

Competent minister

In case of 
emergency
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Lawsuit

Settlement between parties 
concerned

Improvement by a 
business entity handling 

personal information

Complaint processing

Business entities handling personal
information (Article 31)

Authorized personal 
information protection 
organizations (Article 42)

National Consumer Affairs 
Center of Japan

Local governments (Article 
13)


